March 4, 2021 Security Team Minutes

Thanks to everyone who joined the call today! We are currently looking at topics to present at various events
throughout the year so if anyone has any input please let me know!!

e New in-vehicle payments dates June 8th-10th (TU Talk)

e Joby/Mike to send TU Topic List -- Claudia, Vishal, Jen, Gunnar, Will
o PDF

e  GENIVI AMM -- May 4th-7th
o Need Topics for proposal
o Potential Workshops
o Security Team Updates (5-10)
e Topic ldeas (General)
o Data Privacy -- Joby
e January Guidance for EDPB?
o Right to Repair -- Joby
o Al/ML--Jenn
e Transparency of Decision Making
e Security of the Model
o Security Toolchain Management /Integration (OPEN XSam) -- Bastian
o V2X--
e Intelligent Traffic Systems
o Automotive Ethernet
e IDS/IPS -- Gilad
Automotive Embedded IAM -- Joby
Physical Layer Security -- Vishal
Vulnerability Management and Vehicle Correlation -- Vishal

o O O O

Submission Layers for Firmware and OTA Events -- Vishal
e Data Reduction and Optimization
o Physical Unclonable Functions (PUF)

SPECIAL ADVISORY: https://threatpost.com/microsoft-exchange-zero-day-attackers-spy/164438/
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