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S i n g l e  P o i n t s  o f  F a i l u r e  a r e  a  W e a k n e s s
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B o l t - O n  S e c u r i t y  h a s  t h e  S a m e  I s s u e s
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T h i n k  l i k e  a  H a c k e r

§ 2015 - Jeep Hack
§ 2016 - Key Fob Hack on

90% of VWs
§ 2017 - 150 Jeep Wranglers 

stolen in San Diego
§ 2017 - 11 Teslas Stolen 

in Netherlands
§ 2018 - Keyless entry car 

theft triples in UK
§ 2018 - Keen Labs 

BMW Hack
• 2019 – BMW stolen in 20 

secs in UK
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9Q1 2019 sees rapid growth of automotive cyber incidents 

utomotive security has made many 
inroads since automotive crime peaked 
in the latter part of the 20th century. 

However, all these security layers amount to 
nothing, when you see how today, systems are 
being circumvented by hackers utilizing widely 
available digital devices.

Keyless Entry systems are an additional feature 
to the overcrowded space of automotive security 
concerns. The popular news site, SUN, dispatched 
a team to steal cars using a cheap electronic 
gadget. Keyless vehicles were discovered to be an 
easy target to steal. Fords, Skodas and Jaguars 
were targeted, ranging from driveways to parking 
lots. Using this inexpensive device, cars were 
compromised within seconds. The investigation 
demonstrated how easy it is to employ this legal 
scanner in order to steal a car, leaving no detectible 
evidence. Car thieves have been quick to capitalize 
on such vulnerabilities and exploit novel ones. 

A gang in San Antonio used a different technique 
where they amplified the signal from a key inside 
a home and used it to open the vehicle and steal 
it. The situation reached new heights, that a new 
safety rating has been suggested, designed to warn 
car buyers of the theft risk posed by models with 
insecure keyless entry systems. Security expert, 
Thatcham Research, announced the new ratings, 
which will label each car as either ‘superior’, 
‘good’, ‘basic’, ‘poor’ or ‘unacceptable’ based on 
their vulnerability to thieves. However, the scheme 
has been questioned by car industry figures for 
obscuring the issue, rather than simplifying it.

A Servers - The backend of 
mobility is also vulnerable 
Attacks against servers are the second most 
common attack vector in Q1, and now account 
for about 17% of reported incidents. Servers are 
the “Backend” of the mobility revolution and the 
potential consequences of a hacked server are far 
more extensive than hacking a single vehicle. 

One significant example is a major vulnerability 
in two popular smart alarm systems, that allowed 
potential hackers to track the vehicles, unlock their 
doors and, in some cases, cut off the engine. A 
security research team uncovered authentication 
issues in the alarm systems made by Viper and 
Pandora Car Alarm System, two of the largest 
smart car alarm makers in the world. The two 
brands have as many as 3 million customers 
between them. The researchers showed that 
both applications’ API didn’t properly authenticate 
for update requests, including requests to change 
the password or email address. This reveals that 
cyber criminals could potentially have unrestricted 
access to vehicles through the vehicle’s onboard 
telematics component. 

All the researchers needed to do was send the 
request to a specific host URL and they were 
able to change an account’s password and email 
address without notifying the victim that anything 
had happened. Once they had gained access to the 

Top attack vectors Q1 2019
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§ Good security starts with good security architecture and design.
§ High availability and high confidence with the assurance that any possible attacks 

are anticipated
§ The system needs to self-defend. Self-repair, self-healing, and fault-tolerant systems 

can deal with the immediate threat of malicious faults; while telemetry monitoring, 
policy updates, and system updates (OTA) can address recovery of unanticipated 
compromises, reducing even the remote possibility of widespread problems in a 
fleet.

H o w  d o  w e  R e s p o n d ?
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§ The National Highway Traffic Safety 
Administration (NHTSA) report on Cybersecurity 
Best Practices for Modern Vehicles recommends, 
“Identify, Protect, Detect, Respond, and 
Recover”. 

§ Well, when you’re driving down the highway, it 
could be a long time between Identify and 
Recover, if is all happening in the cloud (“Please 
wait while the countermeasure to your 
cybersecurity threat downloads”)

C u r r e n t  G u i d e l i n e s  a n d  R e c o m m e n d a t i o n s  
m a y  b e  I n s u f f i c i e n t
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O f f - V e h i c l e  P r o c e s s  i s  I m p o r t a n t



© 2019 Irdeto. All Rights Reserved. – www.irdeto.com
14

O f f - V e h i c l e  P r o c e s s  i s  I m p o r t a n t

B u t  N o t  S u f f i c i e n t
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H i g h  A v a i l a b i l i t y  f o r  A u t o m o t i v e  C y b e r s e c u r i t y
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H i g h  A v a i l a b i l i t y  f o r  A u t o m o t i v e  C y b e r s e c u r i t y
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S y s t e m  I n t e g r i t y  a d d r e s s e s  u n a n t i c i p a t e d  
o p e r a t i n g  c o n d i t i o n s
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C y b e r s e c u r i t y  g u a r d s  a g a i n s t  I n t e n t i o n a l  
f a u l t s  a n d  m a l i c i o u s  a c t i o n s
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A t t a c k e r s  t a k e  i n  t h e  E n t i r e  L a n d s c a p e

ATTACK SURFACE
▪The Device
▪(Receives the most focus)

▪Smartphone app
▪(Everyone has one)

▪Communications
▪(The bit that makes it connected)

▪The things the device connects to

▪Cloud
▪(via the Internet)

PHASES OF AN ATTACK
Investigation

Leverage a weakness

Rinse and repeat

Create an attack

Scale the attack 

$$$$
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S e c u r i t y  b y  D e s i g n

Holistic coverage of the system from the 
ground up

High Availability

Malicious Fault - Tolerance

20

What an attacker might do

• Binary Modification

• Kernel Exploitation

• CAN/Network Injection

• Sensor Tampering
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Sel f-Heal ing Systems Prepare 
for  Attack

21
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§ Integrity Verification is the cryptographic means to identify if a binary has been 
tampered with by means of signing the payload at build time and validating at 
runtime.

§ This should be done for the validation of firmware and image updates, but can also 
be used to validate individual programs.

§ Without Integrity Verification there is no way to know that your system has been 
tampered with

B i n a r y - L e v e l  I n t e g r i t y  V e r i f i c a t i o n
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§ Like an IDS, Integrity Verification is only a detection, but it can trigger programmed 
responses that provide active mitigation.

§ Failures on firmware load can halt the boot, or load the last known-good image

§ Failures on OTA Update Images in systems that do A/B upgrades can invalidate the 
update, and request a new one while maintaining the known good OS

§ Detection of failures does not have to do full system updates.  The verification and 
response can be segmented into image sections, or even files.

B i n a r y - L e v e l  I n t e g r i t y  V e r i f i c a t i o n
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§ Error-Correcting Codes (ECC) have existed since the 1950s
§ Parity Bits, CRCs, and Hamming Codes

§ Error-Correcting Hamming Codes were developed to correct punched paper tape 
read failures

B i n a r y - L e v e l  S e l f  R e p a i r

“Damn it, if the machine can detect an error, why can’t it locate the 
position of the error and correct it”

Richard Hamming 



© 2019 Irdeto. All Rights Reserved. – www.irdeto.com

25



© 2019 Irdeto. All Rights Reserved. – www.irdeto.com

26

§ If we consider the data stream turned 90 degrees and 
replicated 7 times, this concept can be applied to data 
bytes within a program, able to repair 1- and 2-byte 
errors. 

§ Similarly, the idea can be expanded to multi-byte spans. 
The overhead for such a scheme can range between 
4% and 30%.
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S i m p l e  B r a n c h  J a m
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S i m p l e  B r a n c h  J a m
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N o t - S o  S i m p l e  B r a n c h  J a m

When it repairs itself



© 2019 Irdeto. All Rights Reserved. – www.irdeto.com
30

§ Every security detection mechanism needs Telemetry

§ Security Events need to be collected, aggregated and 
monitored externally.

§ Monitor for indications that events have overwhelmed 
the in-vehicle defences

§ OTA Security Update may be required regionally, or 
fleet-wide
§ Updates could be just to collect more data

§ OTA Strategy is a complementary security aspect

T e l e m e t r y  a n d  M o n i t o r i n g  f o r  F l e e t - w i d e  O T A
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D e s i g n i n g  f o r  M a l i c i o u s  F a u l t  T o l e r a n c e
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Three things are needed to self-defend against an intrusion:

1. A way to detect the intrusion. 

2. A local recovery mechanism when the problem is detected.

3. A fail-over mechanism that can be relied upon when a problem is detected and 
cannot be recovered.

D e s i g n i n g  f o r  M a l i c i o u s  F a u l t  T o l e r a n c e
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Beyond that, there are several additional considerations to make a robust, secure system:

§ Multiple detection, local recovery, and fail-over mechanisms. (If one fails, the 2nd kicks in).

§ Mechanisms placed at different levels of abstraction.

§ An event logging, telemetry, and monitoring mechanism to track the occurrences of 
intrusion, local recovery, and fail-over in a set of systems.

§ Security layers (defence-in-depth) to protect the detection, local recovery, fail-over, and 
logging mechanisms themselves.

§ An incident response, disaster recovery, and remediation plan (e.g. monitoring & OTA 
updates).

D e s i g n i n g  f o r  M a l i c i o u s  F a u l t  T o l e r a n c e
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W h e r e  y o u  s h o u l d  t h i n k  a b o u t  S e c u r i t y

Product LifecycleProduct Development Lifecycle

Product 
Release

Hack 
Uncovered

Countermeasure
Identified

Bug Fixed

Update
Ready Bug 

Found

Security
Monitoring

OTA 
Update

Field
Analytics

Security
Diagnostics

Security
Integration

Security
Design 
Review

Security
Architecture

Review

White 
Box

Pen-Test

TARA

Key 
Provisioning
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Analyze Behaviour and Detect Anomalies

Analyze
External 
Unknown 
Threats

Aggressively Self-Defend

Tamper-
Resistance
Self-Repair
Integrity 
Verification

Constrain System Privileges

Multi-Level 
Authentication
Kernel & 
Native 
Controls

Detect

Secure 
Telemetry
24/7 Security 
Operations 
Center (SOC)

Respond

Policy-Driven
Over-The-Air 
(OTA)
Renewability
Update 
Strategy

S e c u r i t y  T e n a n t s  M o v i n g  F o r w a r d :
D e c o u p l i n g  P r o t e c t i o n  T e c h n o l o g i e s

Protect
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Dep loy ing Cybersecur i ty  in  Cur rent  and 
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Thank You
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