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0 20 yedv career n Secuvity resedrch

> Applied Cryptogvavhy, Gvouy key dgreement, Stovage, P2?, Mobile/Sensov/
Ad-hoc/cellular Networks Sociadl netwovrks Internet Anonymity censorshiyp,
Medical devices Swart wmeters Ewbedded devices c\jbe\r Physical Systews

0 Mostly publishing Attack Papers in Acddemic conferences
> Shutting down eMule BitTovvent 20z.ll.dc, Internet Botnet
> cellular Netwovrks: Location tracking, Free 3G/VOLTE communication
> StoPPing Pacemaker, Shutting doww Dvowes




cellulav/Mobile Security

[ ProSessovr

9 Ph.D. Students
4 MS Students

| Resedvchevr
(Total 20 people)
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TyPical 0T vulnerabilities
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unsigned/unencrypted Software [ (alwmost) No logging and editable

update logs

unsigned/unencrypted O Tiwmely patching
Mandgement/web interface 0 Buffer/Stack/Integer overflow
Secret keys in binary Q cSRF, XSS -

unprotected havdware debugging 4 exploitable Security solutionsg
Massive kevnel 0 No ov wedk Software

NO usSev permission ob§uscation

(almost) No code veview 0O Now-Standavd cvypto

Hidden weak backdoov Primitives




Good old Days




Now awnd aStev




Attack Suvrface

0 wdivect Physical dccess:
> OBD-Il (PasSSThvu)* - [}
> Audio System* -
0 Shovt-vange wiveless access ﬁ* ——
> Bluetooth*
> Rewmote Ke\j\ess EV\-LeY\j
> Tive Pvessuve (TPMS)?
> Wifi k"/f
0 Lowng-vange wiveless dccess N
> G?PS
> Satellite Radio
> Digital Radio
> Rewote Telematics S\js-l;ewxs*

)




Navigation S\;stew\s

] koveawn Nav‘\gat‘\ovx s\jstewxs W 20(3
> Awndroid 2.3 (cuvvent verSion: 4.3)

Location Tracking Page

[ W“‘g‘i Last Update : 2012-12-14 21:13:09
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Wiretap inside Car!!

Recent Record Time: 2012.12.14 21:12:42
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>

QO (x=x )"+ (y-y ) +(z-2.)=(R-A)

> (x,y, 2): V'S coovdinate

> /A: evvor caused b\j time O‘G’? -Set







Fewtocell Avchitecture
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People ' Help

goesy - 3
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® Chrome File Edit View History Bookmarks Window

® 1921880100

=

% Apps DO Mac OSX shortcuts /g How to get event :

« 20150406 %.4:59:42 amr

C " 192.168.0.100
E] New Tab

flows



fem.pcap [Wireshark 1.8.2]

SO0 @ XC2 Q¢ VYFLEB ezl B

Filter: 'gsm_sms - | Expression... Clear Apply Save

No. Time  Source Destination Protocol Length Info

416 27.04950(192.168.50.94 172.16.28.236 GSM SMS 166 (RUA) id-DirectTransfer (DTAP) (SMS) CP-DATA (RP) RP-

» TP-PID: 0
» TP-DCS: 8
» TP-Service-Centre-Time-Stamp
TP-User-Data-Length: (26) depends on Data-Coding-Scheme
v TP-User-Data
[SMS text: hi femto? ~*¥]

6060 ©Oc 4c 39 66 78 b5 00 26 66 d4 b5 1c 08 00 45 62
0016 60 98 61 1c 40 60 3f 84 7d c1 cO a8 32 5e ac 10
0020 1c ec 67 68 66 aa 66 99 S5c 38 35 1c 73 b6 06 63
6630 06 75 a8 79 f1 a9 66 66 06 8b 66 60 00 13 06 62
0640 40 61 00 00 63 60 67 66 ©1 60 60 ©3 60 63 52 13
0050 56 60 04 60 4e 4d 060 14 46 49 00 60 02 06 10 40
0660 3d 3c 69 61 39 61 66 67 91 28 01 62 19 91 71 66
60760 2d 64 6b al 16 96 89 92 87 f9 06 08 31 86 32 62
CEETIN00 74 00 6 60 3f 00 20 00 5e 00 5e 00 2aj:LEEly

0636 40 01 006 00 60 00




cellNet Fundamental Problem?

GSM / UMTS

""" Control
== Data
PSTN

zmw g0 ﬂ&\ @‘;‘;



No Authentication/SesSion Mandgement

0O No 3duthewntication

> Make 3 call with 3 §fake number

O NO SesSsiown mahagew\evﬂ;

> Send wultiple INVITE wessages

» Several call sessions ave established

» Fovr each call session, high-cost beaver is established

> Even one Sendev can deplete vesouvces of the core network

weak
l

No Authentication X  caller Spoofing

MS ) ) )
No Sessiown o Denial of Service on core

Mamagew\ewl-, Network




\ vim (vim) #1 @ ..diatunneling (zsh) 2 |0 adb (adb)

PGEDLE i 11:26 PM
do_phishing = True

send_GangnamStyle = True

caller_ip =" .100.1%"
caller_phone_no =" 606"
to_whom 7183"

>

YouTube

[T BR: master |'sip_client_spoof.py <os | utf-8 | python g LN 67:1

AWACKER 0 il 31 11:26 PM

o’

Tap to add 'l 1 26 BN

current location
Tue, Sep 29

: EEEE
Welcome to Smart Notice! . g EEEE
Getting started. . Please wait ) b | EEERm

Phone Messages Contacts Internet  Apps
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Sensovrs

Yassive Sensovrs

e Measuvre awbient enevgy

e Do not wake any outyut

e e.9. thevwmowetev, bavowmeter, gyvroscope, dccelevometev,
pressuve wmeter etc,

Active Sensovs

e MeadsSuve echoes

e Exevrt se\Q-gemeva{;ec\ enevqy to the weasuved entity

e e.g. ultvasound sonar, vadar, LIDAR optical/wmagnetic

eV\code\r’ etc.




Ty?ical Sensor Avchitectuve

Actuator

‘_\L_ Digital | | Digitization | | Analog Front-End
Back-End (ADC) (sensing & filtering)

___________________________________________ —

Measured Entity )

(_"';D'ﬁWﬂ.I’E' Layers J




Ty?ical Sensor Avchitectuve

‘_\L_ Digital | | Digitization | | Analog Front-End
Back-End (ADC) (sensing & filtering)

___________________________________________ —

Measured Entity )

(_"';D'ﬁWﬂ.I’E' Layers J




ABS

Yasser Shoukry, Paul Martin, Paulo Tabuada, and Mani Srivastava. 2013.
Non-invasive Sy ¥ .

Wheel Speed Sensor =—————p

Tone Wheel \
q




ABS Attack

i

( ABS Sensor)

Basic speed sensor operation for ABS systems

ABS Computer




Ty?ical Sensor Avchitectuve

Actuator

Digital Digitization Analog Front-End
Back-End (ADC) (sensing & filtering)

Measured Entity )

(Sﬂ'ffWﬂfE' Layers J

______________________________ %7__----------X__-______-_. —




Heart Rate Sensov SpPoofing

O Headrt vate Sensov using green light (Galaxy gedvr)

— Green LED
: With pulse

Sensind reflected green light
on person’s skin

Green laser
With pulse




Heart Rate Sensov SpPoofing




Infusion Pumwyp

'R Gewneratov

'R Sensor




nwfusion Puwp Demwo |




nwSusion Puwmp Dewo 2




Ty?ical Sensor Avchitectuve

(_"';D'ﬁWﬂ.I’E' Layers J

Actuator
‘_\L_ Digital Digitization |, Analog Front-End
Back-End (ADC) (sensing & filtering)

Measured Entity )
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Signal Injection using EMI [0akland(3]

D Foo Kune, J. Backes, S. Clark, D. Kramer, Sensor _
M. Reynolds, K. Fu, Y. Kim, W. Xu Input ; Micro-
Sensor processor
Analog Digital
v V
Baseband EMI Aud|o s|gna| e
Time Time
\‘\ \/ \/
On the order of few mV On the order of few V
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ApPlication to wedicadl devices

Modern devices -
o amplify this region
| 3X
e | X 5
g 10 5
g L IX ‘é
Induced signals (\%“ﬂ )
here could be 0 0
dangerous 0 s 10 100 1000 10,000

Signal frequency

Fig 17.1 Signal amplitude and frequency from various sources. Modern sense amplifiers
employ bell-shaped response curves that amplify signals within the 10-100Hz range while
attenuating signals below and above these frequencies. In this way signals from ventricular
depolarization (R waves) and atrial depolarization (P waves) can be amplified and the
effects from spurious signals, such as T waves and myopotentials, can be minimized.
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Results

Device OPewn 3iv Saline Sywbaver

Medtvownic Adapta [.36w 0.03w unknowwn
Medtrownic (nSync Sentry [.57w 0.05w 0.03w

®ostown Scienti§ic lcD NO vespownse unknowwn Unknowwn

St. dude 1cD 0.76w Unknown Unknown




Ty?ical Sensor Avchitectuve

(_"';D'ﬁWﬂ.I’E' Layers J

Actuator
‘_\L_ Digital Digitization |, Analog Front-End
Back-End (ADC) (sensing & filtering)

Measured Entity )

""" A E}E&EE%Z:}HF

—




Dvowes (Multicopters)

0 Distvibution delivery

0 Seavch 3and rescue

Q Aevridl Photogvaphy

0 Security and tervorisw
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Dvowne cowtvo\\‘ms

Y. Son, H. Shin, D. kim Y. Park ). Noh, k. choi ). choi, Y. Kim,
Rocking Drones with Intentiondl Sound Noise on Gyroscopic Sensors, usenix Sec zolb
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Gyvoscope own Drowne

Q wevrtidl Measurewment unit (IMU

S gyro.>

> A
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Resonance n MEMS &Gyroscoye

O Mechawnicadl vesonance b\j sound woise
L3GD20
reatures

> Degvades MEMS e\'\jVO’S dccuvacy e Three selectable full scales

> knowwn fact n the MEMS comm

(+250/500/2000 dps)
> With (vesonant) frequencies of o 20+ kHz resonant frequency over the
audio bandwidth
e )

MEMS Gyvo. with 3 high vesonant frequency
+o veduce the sound woise e§§ect (above zokHz)

o /
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Expevimentd| Results

0O Found the resonant §requencies 0§ 7 MEMS

gyvoscopes
Supyorting Resonant freq, Resonant freq,
Sensovr vewnder
AXxisS  the datasheet (3axis) n our experiment (3xis)
L3G4200D STMicvo. XY & 7,900 ~ 8300 Hz (X, Y, Z)
L3GDzo STMicvo. XY & No detdiled wwformation 19 700 ~ 20 4ooHz (X Y, Z)
LSM330 STMicvo. XY z (9,900 ~ 20 000 Hz (X, Y #)
MPubooo InvenSense XY z 30 ~ 36 kHE (X) 26,200 ~ 27,400 Hz (Z)
MPubobo InvenSense XY z 27 ~ 33 kHz (Y) 25 800 ~ 27 700 Hz (2)
~ H =

MPuU9l50 InvenSense XY z w2 20 s () 27,400 ~ 28 oo Hz (Z)
M7Pubboo InvenSenge XY z 26 ~ 29 kHz (X, Y, ) 26 500 ~ 27900 vz (X, Y, Z)




Expevimentd| Results .,

0O uvexpected output by Sound noise (fov L3G4200D)

Standard deviation of raw data samples
for 12 L3G4200D chips (Y-axis)

T 40 T 40
T35 7,900 ~ T35
T30 8,300Hz T

Standard deviation of raw data samples
for 12 L3G4200D chips (X-axis)

7,900 ~

8,300Hz T2
T 20

T 15
T 10

O (X-axis)

i eQumoozoooo
€ncy 25000 0 0
(He) 30000

(H) 30000

o (Y-axis)



Expevimentdl Results

0O unexpected output by Sound wnoise (Sor L3G4200D)

Standard deviation of raw data samples
for 12 L3G4200D chips (Z-axis)

r‘ 30
T 25
7,900 ~ I 20
8,300Hz 15
710

O (Z-axis)

Raw data samples of one L3G4200D chip

(@ 8,000Hz)

[N
o o o

Raw data (X-axis)
&
o o

data (Y-axis)

What is the impact of abnormal sensor output
to the actuation of drone system?

0 . .
\U |“|l“| u..LIIIHJ Al Iul.liw |Im| Jll“ le [. |
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00

e il [ T
— wnoise []
- - w/onoise ]

I |
0 200 400 600

|
800 1000

Discrete time samples (n)




So-?twave A for aisdo

P = txCtrl|axis| { gyro|axis

0 Two oPen-Souvce §ivwmwave pro| | ¢7or=uCirl axis| /Gp|axis] — gyro|axis|;
erroraccumulated = €'10T accumulated + €1TOI'.
> Multiwit project [ = erroracaumulated X Grlaxis);
delta = gyrolaxis| — gyrojag axis|:
deltag,, = sum of the last three delta values;
D = deltag,, x Gplaxis|;

PIDCtrl|axis| = P+1-D:
Q Rotov cowntrol adlgovit end

x Gp|axis|;

S———

> AVdU\?‘\Ot ?YO)ec'tProportional-lntegral
-Derivative control

UsterI for rotor do
Trans- N for axis do
mitter % Flight | I rotorCtrljrotor| =
Control ~ Drone e txCtrlthrottle] + PIDCtrl|axis|;
AN | 6o a Software | Rotor ' ... | q
\ »)‘ control Drone’s -
Scipe Sensor output aCtIion limit rororCtrl|rotor| within the pre-defined
Sra]%tll:: , output | MIN (1,150) pnd[MAX (1,850)|values;
I I
________________________ end

actuate rotors;



Attack Dewo

Bluetooth
Speaker

&

W onitoring mcb_d'ule:'(v’vvifél’ess)
> ?{Gyroscope, Rotor, RC data) |

aring module (wireless) =

é? -
T 2







Attack Dewo

Region A Region B Region C Region A Region B Region C
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TyPical Vulnerabilities

d
d
d
4
d
d

unsigned/unencrypted Software [ (alwmost) No logging and editable

update logs

unsigned/unencrypted O Tiwmely patching
Mandgement/web interface 0 Buffer/Stack/Integer overflow
Secret keys in binary Q cSRF, XSS -

unprotected havdware debugging 4 exploitable Security solutionsg
Massive kevnel 0 No ov wedk Software

NO usSev permission ob§uscation

(almost) No code veview 0O Now-Standavd cvypto

Hidden weak backdoov Primitives




conclusion

0 Sensing iS one of the wmost important components

of loT

> Driverless cars Dvone Medical devices ScADA SYystews,

0 Sewnsov Secuvity has been out of concern

O Time to look at Secuvity of Sensors

O And it 1S 3 lot of fun, but requiring EE knowledge!




cQuestions?

0 Yongdge kim

email: yongdaek@kaist.ac.kr

Home: http://syssec.kaist.ac.kr/~yvongdaek

Facebook: https://www.facebook.com/y0Ongdaek

Twitter: https://twitter.com/vongdaek
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Google “Yongdae Kim”




