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Application FW

JApplication framework consists of a set of soft
JWhich enables interaction of Apps with the underlyi )
_J1App Download and Install management
IDefines broadly the App structure

JApp life cycle management

IData Management

JDefines security model and access mechanism

JLast User context handling




Application FW

IGENIVI Reference Architecture works wit i
Applications

JIManaged Apps

JNative Applications
JApplication can be a Ul based or without a U




Application FW — Native Applications

JDeveloped under OEM supervision or other

damage in case of exploit

Applications by nature are part of System SW update
i
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Application FW — Managed Apps

_IDownloadable apps
JAThird party developed Apps

—IProvide full sandboxing /4
-IMay reuse some already existing foreign framewonlks
JIExtended/alternate lifecycle strategy

JExtended/alternate user management strategy

JExtended/alternate persistence management strategy ‘
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Application FW

cmp Application Framework/

«GNamedPlaceholder» «GNamed... «GNamed... «GNamed...
External Components::System External External External
ul Components:: Components:: Components::
Apps App 2 App N
AppManager AppManager

AppManagerCore O O
(@)

Application Framew ork I

«GAbstractComponent»
App Manager

;- 2]
«GAbstractComponent»
External Components::Software

Loading Manager




Application FW - App Manager Require

req App Manager/

App Manifest info

Support for LUC

App State change Failure
handling

Launch an app based on
Mime type

-3_5?' —

Factory reset

Prohibit to start an App

Activation of App

Support for deactivation of
App

Start an App

Change State of an App

App States

Access restriction for Apps

Support for different Apps
running in different
runtime

No restriction on number
of Apps




Application FW - App Manager UseC

uc App Manager /

«GUseCase»
Application
Management

«GUseCase»
Application
Management

«GUseCase»
Early Applications

«GUseCase»
Freeing of Resource

«GUseCase»
Forced Termination

«GUseCase»
Start Application based on
predefined conditions.

8]

«GAbstractCompon...
App Manager::App
Manager A

«GUseCase»
Protect Application

«GUseCase»
LUC restoration

«GUseCase»
Launching an
application from
another Applicatioi

«GUseCase»
Animation

«GUseCase»
Application
Installation

«GUseCase»
Application
Management

«GUseCase»
Application Switching

«GUseCase»
Factory Reset

«GUseCase»
Application Switching

«GUseCase»
Application Switching

User

(from
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Application FW - App Manager Req

Strtan App

Support for deacti vation of
App

Actiwation of App

aGlselacen
cfraces & pplication launch

",

{from App Manzger) T
o

{fom App Manager)

(from App Manager)



Application FW - App Manager Req

Lauwnch an app ba=d on
Mime type

—————-—l———..——-—-.--.—.

=11

(from App Manages)

Mo restriction on number of
Apps

(fom App Msnager)
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dm interfaces /

«enumeration»
types: :AppState

APP_STATE_START =0

«map»
types:::Applinfo

APP_STATE_BACKGROUND = 1 «map»
APP_STATE_SHOW = 2 + String to String {bag}
APP_STATE_RESTART = 3 7\

1

APP_STATE_PAUSE = 5

_>

use

1
1
S
1
1
1
1
1
1

«interface »
AppManagerCore::AppManagerCore

«DBUSMethod»

<F getinstalledApps() :String[]: Applds
e getAppinfo(Appld) :Applinfo: info

+ launchApp(Appld) :void
«broadcast»

=F appsinfoUpdated() :void

() ————————————

«interface»
AppManager::AppManager

+ ver :version

«broadcast»

<F newAppState() :String: Appld, AppState:AppStates
«DBUSMethod»

<F openURI(URIScheme) :void
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Application FW - App Manager UseCz

sd App Manager/

[N
App N - PDF
appmanager interaction reader App

«GAbstractC...
App Manager

«placeholder» «placeholder» «placeholder»
System Ul App 1 App N

Tap to Launch App 1& 1

LaunchApp(appid)

W/
o Jtaunch the

requested

Newﬁﬁ)State app_.id,
aepstate

b

T
Broadcast NewAppState(
Tap to open an attachment() i

OpenUri(uri_scheme)

open Apps based
on Mime request

Launch theApp N

Broadcast

E:I‘NewAppState O

I|;:|< T
Broadcast NewAppState()

il NewAppState(app_id,
" a state)
L~ TTEEETD,

A ——




Application FW - App Manager UseCas

sd App Manager_core /

N
| Appsdo not have API| access to AppManager_Core

appmanager__core interaction

’ -
% «placeholder» «pla... i1 «pla... ,' «GAbstractComponent» «placeholder»

SWLM App 1 [ App N [ AppManager_Core System Ul

User

1
App Download and Install()

L)
1
T T

1 Initiate App Download and Install

App1 Download & 1

Installation ()

r——

N

App1 Added()

i ¥ ¥
Update the App info
Database and Broadcast
ApplinfoUpdated ()
= f)

RequestTolnstall(App N
L

AppN Download &
Installation ()

e

M

Update the App info
| Database and

DL e

pp N Added()

GetinstalledApps

return app_ids

-
GetApplInfo()

:return Applinfo ;

- b NN, E S

App launch Request()

LaunchApp(appid)

Launch the requested App()

L L _h 18 oS RET GL N




Application FW - Franca files

https://github.com/GENIVI|/app-frame

e
-".:.‘-
Illl
GENIVI’



https://github.com/GENIVI/app-framework/tree/master/appmanager/api/franca

Application FW - POC

POC — Apertis
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Application FW - Working session

Collabora : Application Framework sco

requirements .
https://collab.genivi.org/wiki/download/attachments/136937525/Application+Fral



https://collab.genivi.org/wiki/download/attachments/136937525/Application+Framework+scope+and+requirements+-+v0.3.pdf

What's in an App?

JdThere are two commonly-used definitions of an "app": either a user-facing

launchable program (an entry point) such as would appear in launcher menus, or a
user-installable package or bundle such as would appear in an app store.
It can have one or multiple entry point
JApp is expected to bundle with metadata aka metafile
JAn App can be a
d Native code (compiled from C or C++)
4 Run under an interpreter or JIT in a runtime environment (Java, Py, JS etc)
d HTML5

JApp FW is expected to support installation and execution of a/m Apps types
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Application FW - Working session

Data Management

JSystem / App FW needs to provide a mechanism to handle
OFW may need to delete cached data of the Apps to free up | o]
Q It should be possible for the App FW to delete the App’s prl _ 4

as part of removal or a factory reset. X



Sandboxing and Security

JApp processes should run in a sandbox which partially isolates them from the rest
of the system.

J Any data with this access model is considered to be private data, whether it is in
files directly written by the app, files written by platform libraries used by the app, or =
other data stored on behalf of the app by platform services (for example accessead
via interprocess communication)

JdPrivate data availability, confidentiality and integrity

JPer-user data would most commonly be kept outside apps' sandboxes and
accessed via inter-process communication to a shared service

dUser data availability, Confidentiality and integrity
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Sandboxing and Security
JApp integrity: a malicious or compromised app app must not be able to modify the
executables and static data of other apps.
JApp confidentiality: in general, a malicious or compromised app must not be able
to list the other apps that are running on the system or the other apps that are
installed, either by their bundle names, by their entry points

dSystem integrity: a malicious or compromised app app must not be able to violate
the integrity of the system as a whole (for example by modifying the executables or =
static data of the system, or by altering the system's idea of what is a trusted app
source
J Resource limits: A malicious, compromised or buggy app might use more than its
fair share of system resources, including CPU cycles, RAM, storage (flash) or
network bandwidth
i
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App Permissions

Use cases

JOperations that cost money might be considered to be particularly sensitive

e.g. a parent installing apps on behalf of a child is likely to want to prevent

them. It is important that operations like "send SMS" and "make in-app purchases"
must be declared in advance.

JAccess to online accounts (such as social media) might be considered particularly
susceptible to social engineering (since a user might not recognize when a request
to fill in their social media account/password is or isn't legitimate), It is important that
operations that operations involving these accounts must be declared in advance.

iiii
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Application FW - Working session

App Permissions

JApp bundles must be able to specify permissions without whi_'ll ey
given in bundle metadata

QThe user might be asked whether to grant those permissions on installing tha

bundle or on launching any entry point from that bundle, or the framewor"'
automatically grant certain permissions based on approval from an app
curator without user interaction |



Application FW - Working session
App Launching

JA launcher must be able to list all of the visible, available entry ts in any
installed bundle, together with enough metadata to display them in its menus
JdThe base set of metadata fields should be standardized, in the sense that th,e .
described in a vendor-neutral document _
Uvendors will wish to introduce non-standardized metadata, either as a pro
for future standardization or to support vendor-specific additional requirern




Document Launching

JAnN entry point must be able to identify the file types that it can receive. For
example, a document viewer might register itself to receive Microsoft Word
documents, Open Document Text files, and PDFs.

4 If no handler is available for the selected file type, the app framework should
arrange for a suitable fallback to be displayed. For example, it might show an error
message, or it might launch its app store user interface with a search query for the
handlers for that file type

Japp-bundles should be able to define their own new file types. This can potentially
alter the interpretation of existing file types

iiii
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URI Launching

JdSome app entry points will provide handlers for particular URI schemes such as
https, mailto or skype

J When a URI is activated, the app framework must locate the entry points that are
able to handle that URI and choose one for launching, much like file type handling.
JAs with URI schemes, system vendors must be able to force a particular app to
handle particular URIs. For example, a vendor might wish to make their built-in web
browser handle all http and https URIs
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Content Selection

J App might wish to interact with data stored in locations that are not naturally
accessible to the app. e.g, an attachment to an email would be private data for the
email app as run by the user whose email account is accessing it.
JThe app framework should provide a way to ask the user to browse for a file to
open for reading, similar in principle to the conventional "Open" dialog on desktop
operating systems
4 If the user does so, the framework must make this file available to the app
program for reading.
4 If the user cancels this prompt, the framework must indicate this to the
requesting app, and must not grant it any additional access to any files.
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Data Sharing

JOne use-case for this is that a global search facility within the platform needs

to discover a list of background services (entry points) within app bundles that can
provide search results in response to user queries entered into some global search
Ul; for example, a Spotify client could use the search term to match artists or songs.

JAnother use-case for data sharing is a menu for sharing content with other users, =
for example via social media, email or real-time communications, similar to the

Android Sharing menu.
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App Life cycle Management
JThe possible states of a program in an app are as follows:
4 Not installed
4 Inactive (installed but not running)
d Running
d Paused

JThe valid state transitions move linearly through that list in single steps:
4 Not installed — inactive: install app bundle
4 Inactive — running: start (launch), see this section
4 Running — paused: pause, see this section
d Paused — running: unpause, see this section
i Y Running — inactive: stop (kill, terminate), see this section
i'i'i'iEI Inactive — not installed: remove app bundle
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Last Used Context

JThe system must allow each app to store a last-used context that encodes its
user-visible state during its most recent use.

4 If an app does not have any particular state, a reasonable fallback
Implementation is that its last-used context is the same as normal app launching

J As noted in Life-cycle management, the app program should be given the
opportunity to save its last-used context before it is paused or stopped.

JThe app program may save its last-used context in response, but is not required
to do so.

JThe app framework should give the app an indication of whether it is expected to
load its last-used context or not

iiii
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App Download and Installation management

JApp bundles can be downloaded and installed from App store or storage media
It must be possible to have multiple downloads in parallel

JThe system may have a limit on the maximum number of downloads that will
proceed in parallel. If it does, additional downloads must be held in a queue and
downloaded subsequently

JThe progress of each pending download must be updated regularly.

JdUpgrading Apps should be possible and checked periodically
JShould rollback mechanism be provided?

JThe user must be able to remove an installed app.
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Application FW - Working session

Thank you
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Thank you!

Visit GENIVI at http:/www.genivi.org or http://projects.g
Contact us: help(


http://www.genivi.org/
http://projects.genivi.org/
mailto:help@genivi.org
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