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Why Do We Care?
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The Who
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Researchers – Exploit but Disclose
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Researchers – Exploit but Disclose

• Unauthenticated Dbus

• Multiple Dbus interfaces usable for code injectionMultiple Dbus interfaces usable for code injection
• Signature verification ‘hole’ allows jailbreaking headunit
• V850 Firmware reverse engineeredg
• Firmware modified to allow malicious commands
• Firmware reinstalled 
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Researchers - Exploit but Disclose
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Researchers - Exploit but Disclose

Malware installed on Windows PC, replacing a DLL for a popularMalware installed on Windows PC, replacing a DLL for a popular 
aftermarket diagnostic application

Copyright © GENIVI Alliance 2016   |   October 18, 2016   | Copyright © GENIVI Alliance 2016   |   October 18, 2016   | 7



Researchers - Exploit but Disclose

Methods used:
DLL replacement attack 
 protocol reverse engineering 

Message formats• Message formats
• Checksum computation
• encryption schemeencryption scheme 

man-in-the-middle attack
• logging and replaying sessionsgg g y g
• modifying messages on-the-fly 

 experiments
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Researchers - Exploit but Disclose
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Researchers - Exploit but Disclose

Attack appeared to start with a MITM attack on the charging station 
h f tisearch function.

Researchers were able to gain remote control of the car due toResearchers were able to gain remote control of the car due to 
lack of firmware signing, allowing them to:

• Open/close the sunroof
• Move driver’s seat
• Write images to IVI / cluster
• Apply brakes
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Researchers - Exploit but Disclose

Copyright © GENIVI Alliance 2016   |   October 18, 2016   | Copyright © GENIVI Alliance 2016   |   October 18, 2016   | 11



Researchers - Exploit but Disclose

GET https://[redacted].com/orchestration_1111/gdc/BatteryStatusRecordsRequest.php?
RegionCode=NE&lg=no-NO&DCMID=&VIN=SJNFAAZE0U60XXXXX&tz=Europe/Paris&TimeFrom=2014-09-
27T09:15:21

Researcher performed a MITM attack on an unauthenticated APIResearcher performed a MITM attack on an unauthenticated API 
on mobile app to vehicle connection, allowing them to:

• Access battery status
• Access HVAC status
• Control A/C on/off
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Motivations – When Disclosure Stops
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Criminals– Exploit and Profit!
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Ransomware – Moving on From Mobile
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Ransomware – Willingness to Harm
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Ransomware – Willingness to Harm
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Ransomware – Is Auto a Target?
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The How
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Methods – Wifi HackingMethods Wifi Hacking.
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Methods – Wifi Hacking
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Methods – Cellular Hacking with IMSI-Catchers

These screenshotsThese screenshots 
show a scan of cell 
towers before Defcontowers before Defcon
(left) and during 
(right)(right). 
Images: Geoffrey Vaughan
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Methods – Mobile Device Malware
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Methods – TLS Exploits

The DROWN Attack (Decrypting RSA with Obsolete and Weakened eNcryption)

Heartbleed

KCI (Key Compromise Impersonation)

POODLE Vulnerability (Padding Oracle On Downgraded Legacy Encryption)y ( g g g y yp )

CRIME (Compression Ratio Info-leak Made Easy)

BEAST (Browser Exploit Against SSL/TLS)

See RFC 7457 for more details
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See RFC 7457 for more details 



Methods – Bad USB
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Mirai – Botnet on Steroids

KrebsOnSecurity.com was knocked offline by 620GbpsKrebsOnSecurity.com was knocked offline by 620Gbps 
DDos.  One of the biggest ever recorded.

Indications are that an estimated 145,000 IoT devices such 
as security cameras and DVRs were used as a botnet foras security cameras and DVRs were used as a botnet for 
the attack.

Botnet of passenger cars?  Would we even know it was 
happening?
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BotNet – Now Open SourceBotNet Now Open Source
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Our View – The Car is a Hostile EnvironmentOur View The Car is a Hostile Environment
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How We Help
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Focus – A Confident and Informed Customer

Our Focus is to assemble detailed information about the 
security requirements of a GENIVI project into an easy 
to understand documentto understand document. 

We want to present this information in a manner suchWe want to present this information in a manner such 
that the customer of the Expert Group can make 
informed decisions about product security for their final 
solution and be confident in the decisions they madesolution and be confident in the decisions they made.
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Deliverable – Quality Deliverables to our Customer

Our Customers are the GENIVI Expert Groups.  We intend to work closely 
with the Expert Groups to produce a product that is beneficial to them and 
their final customers.  This product will contain:
• A detailed threat assessment of the GENIVI solution
• Security mitigations included with the solution
• Security Requirements around the use of the solution
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Focus – More Secure GENIVI Projects

We will recommend security mitigation to GENIVI Expert 
Groups for their projects based on a security threat 
analysisanalysis.

We will provide Security education that is relevant to theWe will provide Security education that is relevant to the 
work of GENIVI developers.
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Deliverable – Recommendations and Information

Our Customers are the GENIVI Expert Groups.  During the threat 
assessment we will work with the group to suggest architectural or designassessment, we will work with the group to suggest architectural or design 
changes that we think will make the project more secure.  We will also 
recommend an open source security solutions that will address a specific 
attack vector.

We will strive to provide relevant and educational security talks and other 
forms of security information.
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Charter
Define a comprehensive set of robustness and compliance rules to 
enable GENIVI Expert Groups to more easily determine theenable GENIVI Expert Groups to more easily determine the 
software security requirements for their solutions

W k ith i di id l E t G t id tif d d t thWork with individual Expert Groups to identify and document the 
software security requirements and risks related to their domains

Define and promote in the Expert Groups the architectural and open 
source solutions for achieving the software security requirements.

Provide and promote security education to the Expert Groups
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Example – Asset Description
A t D i ti Th tAsset Description Threat
Physical Vehicle Key Standard physical key fob with cryptographic 

authentication.  Allows for vehicle entry and vehicle 
start.

If this key is compromised such that it can be spoofed, it will 
allow an unauthorized person to enter and start the vehicle, 
resulting in vehicle theft. 

Mobile Vehicle Key Key data on mobile device capable of unlocking and/or 
starting vehicle. Allows for vehicle entry and vehicle 
start.

If this key data is compromised in manner such that it can be 
spoofed or replayed, it will allow an unauthorized person to 
enter and start the vehicle, resulting in vehicle theft. 

Mobile cryptographic Cryptographic key on mobile device for purpose of If this key is compromised, or can be guessed, an attackeryp g p
key

yp g p y p p
establishing secure communication with cloud or 
vehicle.

y p g
would be able decrypt traffic between the device and server or 
pose as a valid mobile device to the vehicle or cloud in order to 
send malicious traffic.

Vehicle cryptographic Cryptographic key in vehicle telematics unit for purpose If this key is compromised, or can be guessed, an attacker
key of establishing secure communication with cloud or 

mobile device.
would be able decrypt traffic between the vehicle and server or 
pose as a valid mobile device to the device or cloud in order to 
send malicious traffic.

Cloud cryptographic 
k

Cryptographic key in cloud server for purpose of 
t bli hi i ti ith hi l

If this key is compromised, or can be guessed, an attacker
ld b bl d t t ffi b t th l d d li tkey establishing secure communication with vehicle or 

mobile device
would be able decrypt traffic between the cloud and client or 
pose as a valid server to the vehicle or device in order to send 
malicious traffic.

Vehicle Immobilizer Hardware based security feature that prevents fuel and 
spark delivery if not properly authenticated against a

If this device can be bypassed or defeated, an unauthorized 
person would be able to start the vehicle resulting in possible
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spark delivery if not properly authenticated against a 
vehicle key.

person would be able to start the vehicle, resulting in possible 
vehicle theft.



Example – Attack Tree
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Example – Attack Vector Description
Att k D i ti N d 5 2Attack Description: Node 5.2
An attacker reverse engineers both the cryptographic cipher and/or authentication 
protocol of vehicle key fob to simulate a valid vehicle key.  Using this simulated key, the 
attacker is able to start and drive the vehicle as if they had used the proper key.a ac e s ab e o s a a d d e e e c e as ey ad used e p ope ey

Attack Classification
Spoofing:  The attacker was able to spoof a valid vehicle key by exploiting weaknesses p g p y y p g
in the cipher and/or protocol.

Attack Threat
This can be considered a ‘class based’ attack where the attack will work against an 
entire class of devices and not just a single device.  In this case, the device class 
consists of multiple model years of multiple vehicles from multiple manufacturers.

With the success of this attack, the technology could be sold to potential car thieves.

Suggested Mitigation
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[mitigation suggestions go here]



Example – Attack Vector Descriptions (EVITA)
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4 0 0 0 19 8 0 0 0 27 1 0 2 0 0 0

See http://evita-project.org/Deliverables/EVITAD2.3.pdf for value definitions:
1. table 4
2. table 5
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3. table 6 
4. table 9



Questions?
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Thank You!
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