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v Push notifications: a (very) brief recap

v What happened since the last workshop

- UnifiedPush Quote

− Forvia Reference Implementation

v Discussion on open topics

v Outlook



Push Notifications
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A (Very) Brief Recap
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Problem Statement

Copyright ©2022 COVESA22 April 2024  |

“A push notification (also known as a server push notification) is the delivery of 
information to a computing device from an application server where the request for 
the transaction is initiated by the server rather than by an explicit request from the 
client“ [1]

v Common use-cases:

− Delivery of messages

− Incoming VoIP calls

− Live updates in a running app (e.g., update list of upcoming meetings)

Problem
- Apps get killed by the system and cannot rely on being able to communicate with their backend

- There exists no standardized push notification service for AOSP/AAOS

https://en.wikipedia.org/wiki/Push_technology
https://www.twilio.com/docs/glossary/what-is-push-notification
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What is out there
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v Apple Push Notification service – only usable on Apple devices

v Firebase Cloud Messaging – only usable with Google’s Play services / Google Automotive Services

v Huawei Push Kit – only usable on Huawei devices

v Amazon Device Messaging – only usable on Amazon devices

v Pushy – a push service that supports AOSP

v Web Push (RFC8030) – THE standard for browsers

v UnifiedPush – a Web Push inspired protocol for native applications on Android and Linux

https://developer.apple.com/documentation/usernotifications
https://firebase.google.com/docs/cloud-messaging
https://developer.huawei.com/consumer/en/hms/huawei-pushkit/
https://developer.amazon.com/docs/adm/overview.html
https://pushy.me/
https://www.rfc-editor.org/rfc/rfc8030
https://unifiedpush.org/
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The Architecture of a Push Notification Service
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v A push notification service (PNS) generally consists 
of four parts

v Notifications are triggered by an HTTP POST request 
to the respective push-server

v The exact type of the connection between the 
distributor and the push server varies

v The mechanism used by the distributor to talk to 
the application depends on the platform
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UnifiedPush
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v From previous analysis performed independently by 
different parties – Faurecia Aptoide, BMW, FORVIA -  
UnifiedPush seemed the most promising solution:

− Provides a specification

− Apache 2.0 licensed, same as AOSP

v Lacks some important features:

− No support for message receipts

− No support for time-to-live

− No support for urgency

− No support for collapsible messages

− No support for VAPID
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Integrated / Provided 
by the OEM
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Push server
corresponding to 
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Application 
Server

Adapt and extend the existing 
UnifiedPush specification1

1 Changes to the UnifiedPush specification are necessary to support all features from 
RFC8030 and RFC8292.

(RFC8030
+RFC8291
+RFC8292)

Web Push

Proposal

v Focus will be on a one-way communication channel 
from 3rd party application servers to a specific app 
instance

v Focus is on Android Automotive Apps working 
independently of a customers brought in device (not 
phone projection)

v Its not about the notifications, its about pushing a 
message to the car

Disclaimer

https://unifiedpush.org/developers/spec/android/
https://unifiedpush.org/developers/spec/android/


What happened since the last Workshop
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Progress looks good!
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What Happened Since Then
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v Discussions with UnifiedPush to add the necessary 
features to their spec

v Quote from UnifiedPush Maintainer to extend 
UnifiedPush

v Forvia push service implementation
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Quote to Extend UnifiedPush
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Quote: Web Push support extension
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Mandatory
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Quote: Web Push support extension
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Mandatory

Optional
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Extended UnifiedPush1

1 See quote from UnifiedPush maintainer S1m

Extended 
UnifiedPush1

Overview: When Extending UnifiedPush

v Taken care of:

- Libraries and the Example App

- Specification for push server and distributor

- Reference implementation

v TODO OEMs:

- Provide a distributor app in the car / Host the 
reference implementation

v TODO 3rd parties:

- Implement UnifiedPush support in their app and 
their application backend

https://unifiedpush.org/developers/spec/android/


Forvia Push Service
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A complete implementation of the Covesa proposal
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Forvia Push Service Demo
Architecture
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• Covesa Proposal:

• Forvia implementation:



Discussion
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Reference Implementation
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UnifiedPush

v Production grade?

v Open-source

v Base on MQTT?

Forvia

v Currently a POC

v Might be made open-source
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Testing Suite
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v Necessary even if we have a good reference implementation?
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The Details
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Onboard

v Re-registration behavior / Subscription renewal

- App data deleted à Stale subscriptions

- Registration process fails due to connectivity issues à Possibly stale subscription

v Acknowledgement by distributor vs app

v Link push service usage to a (runtime) permission

v Battery restrictions

Backend

v Behavior for too many pending messages

v Minimum rate limits



Outlook
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Outlook

Copyright ©2022 COVESA22 April 2024  |

v Please gather feedback until the May 6th meeting



Thank you!



Backup
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VAPID answers the following questions:
• Who sends the notification?
• Are they allowed to send notifications to 

the car?
OEM

Push Server

3rd Party
Application 
Server

OEM custom 
interface

3rd party custom 
interface

Create a Public/Private key pair

Include the public key in the app and include it when 
subscribing to push notifications

Create a new URL endpoint that only accepts 
requests signed with the private key associated 
with the provided public key 

Include a signed JWT containing some contact 
information in every push notification request 

OEM             
Distributor

App

3rd Party
  Automotive 
      App

How VAPID works:

VAPID: Voluntary Application Server Identification
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Status update: Push Notifications
• Push Notification POC on basis of Unified Push
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Push 
Server

3PA App ServerDistributor
org.unifiedpush.android.distributor.REGISTER
org.unifiedpush.android.distributor.UNREGISTER

org.unifiedpush.android.distributor.MESSAGE_ACK

3rd party app
org.unifiedpush.android.connector.NEW_ENDPOINT

org.unifiedpush.android.connector.MESSAGE
org.unifiedpush.android.connector.UNREGISTERED

org.unifiedpush.android.connector.REGISTRATION_FAILED

NEW_ENDPOINT (Token, Endpoint) or REGISTRATION_FAILED

REGISTER (Application, Token, VAPID key)

SetPushSubscription (Endpoint, <3PA specific client id>))

Interactions between Distributor 
and Push server are not defined 

by Unified Push

PushMessage: Post (Message, 
signed VAPID JWT, TTL, Urgency, 

etc.)

Unique endpoint associated with the token: RFC 3987

ENDPOINT Get

{"unifiedpush":{"version":1}}

Result (2xx OK, 4xx error)

web push 
protocol RFC8030

PushMessage: Post (Message)

Registration / 
Subscription

Distribute 
Subscription

UnifiedPush 
specific (?)

MESSAGE (Token, Message, ID(optional))

MESSAGE_ACK (ID)
Send Push 
Message

CancelPushSubscription (Endpoint, <3PA specific client id>))

UNREGISTER (Application, Token)
UNREGISTERED

Proposal - Sequence Diagrams

https://www.w3.org/TR/push-api/
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Adapt and extend the existing 
UnifiedPush specification1

1 Changes to the UnifiedPush specification are necessary to support all features from 
RFC8030 and RFC8292.

(RFC8030
+RFC8291
+RFC8292)

Web Push

Proposal – 3rd Parties

v 3rd Parties:
- Client side: Integrate their app with the provided 

connector library (slightly changed from the 
existing UnifiedPush one)

- Backend side: Integrate Web Push functionality 
if not already existing

https://unifiedpush.org/developers/spec/android/
https://unifiedpush.org/developers/spec/android/

